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The GDPR: a revolution for the protection of personal data
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2.5 Digital economy, e-Democracy and personal data
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2.7 The prerequisite: the value of personal data



3. The value of personal data

4. The fulfilment and processing of personal data

5. Accountability: a novelty in our legal system
6. The “data protection by design and by default” principle

6.1 An application of the privacy by design principle: the IRMA project
6.2 What is IRMA?

7. The significance of scientific research on privacy and data protection in international

Ccontexts

8. The certification mechanisms

9. Transfers of personal data to third countries or international organisations
9.1 The adequacy decision
9.2 Transfer subject to appropriate safeguards

9.3 Binding Corporate Rules (bcr),

9.4 Derogations for specific situations

9.5 The Court of Justice declares the “Privacy Shield” invalid

10. Third country: the representative

11. Digital sovereignty between accountability and personal data value

11.1 Preamble: what do we mean by “digital sovereignty”?
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11.7 Digital sovereignty and data protection rules
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Chapter 2

Internet and the risks for personal data

1. Information security: hints

2. Security and data protection

3. Choosing the operating system

4. The mobile phenomenon: smartphones and tablets




5. Communication: messaging solutions and related risks

5.1 Internet and its risks

5.2 Electronic mail and messaging systems

6 Internet and minors

7. Cloud computing

8. Social networks and personal data protection
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New phenomena and personal data
1. Internet of Things (IoT')
2. The Blockchain

2.1 Blockchain applications
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3. Big Data and data protection

4. Artificial Intelligence and Data Protection

5. Facial recognition and data protection
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8. 5G and data protection: the challenge
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10. COVID-19 pandemic, privacy and data protection: what approach?
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10.3 The neutrality of technology.

10.4 Tracing apps and contact tracing

11. The COVID-19 Alert System: in the Decree-Law 28/2020 the Italian solution for a

contact tracmggpp

11.1 Introduction
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11.3 What is the Furopean Commission’s recommendation, and what are the obligations
for the Member States?




11.4 Why an ad hoc law 2

11.5 What is the approved regulatory solution?

11.6 The alert system

11.7 The platform
11.8 Purpose of the processing

11.9 Owner and data processors

11.10 Impact assessment and organisational measures

11.12 What about ethics?
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12. The fundamental role of ethics in acquiring the right approach
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The model for data protection

1. The new approach to data protection according to the relational model DAPPREMO

1.1 Introduction

1.2 Application of set theory
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Figure 5 — Updated statistics about the most used social media in the world (only based on

official information)
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